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ABSTRACT

This study investigated the effects of online activity exposure on the cybersecurity awareness
of 70 randomly selected internet users in Barangay Biabas, Ubay, Bohol, during the 2025-2026
period. Employing a descriptive correlational research design, the researchers utilized a
validated researcher-made questionnaire to gather data across seven puroks to ensure balanced
community representation. The process involved securing official permissions, conducting on-
site surveys, and analyzing data through One-Way ANOVA and Pearson Product Moment
Correlation to determine significant differences and relationships. Results revealed that while
respondents predominantly aged 15 to 20 and frequent Facebook users possess a very high
perception of online exposure and safety, they struggle with technical understanding and
proactive threat preparedness. Statistical testing confirmed a significant positive relationship (r
=0.927417) between digital engagement and cybersecurity knowledge, implying that increased
time spent online naturally fosters basic safety skills. However, the findings also highlight a
critical gap in verifying information legitimacy and compliance with the Cybercrime
Prevention Act of 2012. The study concludes that while regular internet use builds foundational
awareness, it is insufficient for navigating evolving technical threats or official legal standards.
Consequently, it is recommended that the Barangay Local Government Unit and the
Department of Telecommunication collaborate to implement the "Safe Digital Biabas"
program. This action plan focuses on monthly seminars and localized Facebook-based safety
campaigns to bridge the gap between basic practice and technical proficiency for all residents.
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INTRODUCTION

The internet is a global network that enables people to communicate, access
information, and share resources. Vogels et al. (2022) stated that more than half of the world’s
population were active internet users. They also noted that social media, online shopping,
remote work applications, and on-demand entertainment have significantly reshaped everyday
life. Exposure to online activities referred to the time, frequency, and type of engagement on
platforms like social media and websites, while cybersecurity awareness referred to
understanding online threats and safe digital practices. In Barangay Biabas, residents used
online platforms for communication, education, and daily routines, which gave them
opportunities to learn but also exposed them to risks. Many residents lacked sufficient
knowledge of safe online practices, putting them at risk of scams, phishing, and identity theft.
This study will examine how exposure to online activities affect cybersecurity awareness.

Exposure to online activities helps users access information, communication tools, and
online services that support their daily needs. Cybersecurity awareness protects users from
online scams, identity theft, and harmful digital attacks. Together, these variables influence
how safe and responsible internet users can be in a community. Previous studies have explored
online exposure and cybersecurity awareness, but most focused on larger populations or urban
areas, leaving small communities like Barangay Biabas understudied. More online exposure
can help people learn new digital skills, but it can also increase their vulnerability to cyber risks
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if they are not properly informed. High engagement in social media may improve connection
with others, yet it also opens doors to fake news, phishing links, and suspicious accounts.
Online shopping offers convenience, but users may face fraud if they lack cybersecurity
knowledge. Educational content online can teach residents helpful skills, but unreliable
websites may expose them to malware. Online entertainment allows relaxation, but it can also
expose users to unsafe content. Exposure to online activities affects cybersecurity awareness
by determining how often residents encounter online risks and how well they can respond to
them. This study was chosen to understand how exposure to online activities influences
residents’ cybersecurity awareness and to explore ways to improve safe internet practices in
Barangay Biabas.

This study aims to identify how residents’ exposure to online activities influences their
level of cybersecurity awareness. It also seeks to understand the risks residents commonly face
online and how their awareness affects their digital safety. Ultimately, the study strives to
recommend strategies that will strengthen the cybersecurity knowledge and safe online
practices of internet users in Barangay Biabas.

Statement of the problem

This study aims to investigate the effects of residents’ exposure to online activities on
the cybersecurity awareness of internet users in Barangay Biabas during the year 2025 2026.
Specifically, it seeks to determine how demographic characteristics, exposure to online
activities, and levels of cybersecurity awareness relate to one another and to identify possible
recommendations based on the findings.

1. What is the demographic profile of the respondents in terms of age, sex, average daily
hours spent online, frequency of internet use, and online platforms used?

2. What is the perception of the respondents regarding their exposure to online activities
in terms of awareness to online threats, legitimacy of information, and consequences of
online activities on daily lives?

3. What is the level of cybersecurity awareness among the internet users in Barangay
Biabas in terms of knowledge of cybersecurity awareness, understanding of
cybersecurity concepts, and application of safe online practices to protect online
activities?

4. Is there a significant difference in the perception of the respondents regarding their
exposure to online activities across the different demographic profiles of the
respondents?

5. Is there a significant difference in the level of cybersecurity awareness across the
different demographic profiles of the respondents?

6. Is there a significant relationship between the perception of the respondents regarding
their exposure to online activities and their level of cybersecurity awareness?

7. Based on the study, what recommendations can be made?

METHODOLOGY

This study employs a descriptive correlational method to examine the effect of exposure
to online activities on the cybersecurity awareness of internet users in Barangay Biabas. This
approach allows the researchers to describe the current online behaviors of respondents while
determining whether a significant relationship exists between the frequency and type of online
exposure and their level of cybersecurity awareness. Through this method, the study identifies
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patterns, compares responses, and statistically analyzes how different online activities
influence residents’ understanding and practice of safe internet usage.

The research is conducted in Barangay Biabas, which serves as the actual setting where
internet use and online activities occur among residents. This locale provides direct access to
internet users who are exposed to various online platforms. It allows the researchers to observe
and assess the level of cybersecurity awareness of respondents during the year 2025 2026.

The respondents of this study are selected through simple random sampling, focusing
specifically on residents who actively use the internet in their daily activities. A total of 70
respondents are included, representing regular internet users within their respective
communities. To ensure balanced representation, respondents are chosen from different age,
sex, and online usage backgrounds. These individuals are selected because of their direct
experience with online platforms such as social media, communication applications, and online
services. The inclusion criteria cover residents of Barangay Biabas who use the internet daily
and are willing to participate in the study, while those with limited or no internet access, or
those unwilling to complete the survey, are excluded.

The study utilizes a researcher made questionnaire as the primary tool for data
gathering. The questionnaire is designed to determine how often residents go online and how
aware they are of online risks. It is administered through a simple survey and includes questions
about the respondents’ background, online activities, and knowledge of cyber safety. The
researchers review the questionnaire to ensure that the questions are clear and easy to
understand, thereby enabling respondents to provide accurate and useful answers for the study.

A systematic data gathering procedure is followed to ensure the accuracy and reliability
of the information collected. The researchers first secure permission by writing a formal request
addressed to the barangay officials of Barangay Biabas. The letter includes the research title,
purpose, target respondents, and requested dates for data collection. Upon approval,
coordination with barangay leaders is conducted to identify available internet users in the
community, and informed consent forms are prepared and secured from all participants prior
to survey administration. The researchers then prepare a structured researcher made survey
questionnaire based on the statement of the problem concerning the effects of exposure to
online activities on cybersecurity awareness. The instrument includes sections on the
respondents’ demographic profile, exposure to online activities, and level of cybersecurity
awareness, and it is reviewed by a teacher to ensure clarity, relevance, and content validity.

Following approval and preparation, the survey is administered to identified internet
users in Barangay Biabas. The purpose of the study is explained to the participants, and they
are assured of confidentiality and voluntary participation. The questionnaires are distributed
individually, and respondents complete them in a comfortable and quiet area. The researchers
remain available to clarify instructions without influencing any responses, and sufficient time
is provided for participants to complete the survey. Upon completion, the accomplished
questionnaires are immediately retrieved to prevent loss, damage, or misplacement. Each form
is checked for completeness and readability, and respondents are politely asked to supply any
missing answers while still present. The retrieved questionnaires are then coded and organized
according to respondent categories to ensure proper sorting and recording. All data are stored
securely in properly labeled folders or envelopes to prevent loss during the process.

The collected responses undergo data analysis, wherein the information is organized,
tallied, and interpreted in accordance with the objectives of the study. This process ensures that
the gathered data are systematically examined to determine patterns, relationships, and levels
of cybersecurity awareness among the respondents.

Ethical considerations are strictly observed throughout the study. The research
undergoes an ethics review by the Research Committee of Biabas Trade High School. After
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securing the necessary permissions from the administration, the researchers explain the purpose
of the study to the respondents. Participation is entirely voluntary, and respondents are not
subjected to any form of harm. They are informed of their right to withdraw from the study at
any stage without consequence. The dignity of the respondents is upheld, and their privacy is
protected at all stages of the research. Adequate levels of confidentiality are maintained to
safeguard all collected data. Participation is based on informed consent, wherein respondents
are provided with sufficient information and assurances to fully understand the implications of
their involvement and to make a free and informed decision without any pressure or coercion.
The researchers adhere to the No Harm Policy, and anonymity is prioritized in conducting the
study. A debriefing session with the barangay captain is conducted in the event of any adverse
effect related to the study.

RESULTS AND DISCUSSION

This section presents the results and discussion of the study based on data gathered
from 70 respondents using a descriptive correlational research design and simple random
sampling technique. The data were collected through a researcher made questionnaire and
analyzed using descriptive statistics, weighted means, One Way ANOVA, and Pearson Product
Moment Correlation. The discussion is grounded on the data obtained and is interpreted in
direct relation to the objectives of the study, focusing on the respondents’ demographic profile,
their perception of exposure to online activities, their level of cybersecurity awareness, and the
relationships and differences among the identified variables.

The demographic profile of the respondents reveals that out of 70 participants, 33 or
47.14% are aged 15 to 20 years old, 10 or 14.29% are aged 21 to 25 years old, and 27 or 38.57%
are aged 26 to 30 years old above. In terms of sex, there is an equal distribution with 35 or 50%
male and 35 or 50% female respondents. Regarding average daily hours spent online, 6 or
8.57% spend 1 hour, 8 or 11.43% spend 2 hours, and a majority of 56 or 80% spend more than
3 hours online. In terms of frequency of internet use, 65 or 92.86% use the internet daily, 3 or
4.29% weekly, and 2 or 2.86% monthly. With respect to online platforms used, Facebook is
the most utilized platform with 43 or 61.43%, followed by Loklok with 10 or 14.29%, TikTok
with 8 or 11.43%, Messenger with 6 or 8.57%, and Instagram with 3 or 4.29%, while Twitter,
YouTube, WhatsApp, and Google Classroom recorded 0 or 0%. These findings suggest that
the respondents are predominantly young, highly active internet users who engage frequently
with social media platforms, particularly Facebook, which aligns with Bandura’s Social
Cognitive Theory that emphasizes observational learning through digital environments.

The perception of respondents regarding their exposure to online activities indicates a
very high level across all indicators. In terms of awareness of online threats, the composite
mean is 3.79, interpreted as Strongly Agree within the scale of 3.51 to 4.00. Individual item
means range from 3.73 to 3.84, with the highest values of 3.84 for recognizing the need to
watch how others face online threats and being conscious of online risk, both ranked 1.5, and
the lowest value of 3.73 for knowing about new online threats, ranked 10. These results indicate
that while respondents are highly aware of online threats, they are less consistent in updating
their knowledge about emerging risks, reflecting experiential learning as explained by
Bandura’s Social Cognitive Theory. In terms of legitimacy of information, the composite mean
is 3.78, also interpreted as Strongly Agree. The highest weighted means of 3.83 are observed
for choosing reliable sources and evaluating online content, both ranked 1.5, while the lowest
mean of 3.70 corresponds to questioning inconsistent information, ranked 10. This suggests
that respondents rely on familiar and trusted sources but may not engage in deeper verification
processes, which is consistent with the Unified Theory of Acceptance and Use of Technology
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that highlights users’ tendency to avoid effort intensive tasks. Regarding the consequences of
online activities on daily lives, the composite mean is 3.78, interpreted as Strongly Agree. The
highest mean of 3.83, ranked 1, reflects planning online activities to prevent negative effects,
while the lowest mean of 3.71, ranked 10, relates to considering how online activities affect
daily life. This indicates that respondents prioritize immediate control of online behavior over
long term reflection, which aligns with Ajzen’s Theory of Planned Behavior emphasizing
action based on perceived immediate benefits. Overall, the weighted mean for perception is
3.78, interpreted as Strongly Agree, with awareness of online threats ranked first at 3.79, and
both legitimacy of information and consequences of online activities ranked 2.5 at 3.78,
demonstrating a consistently high perception across dimensions.

The level of cybersecurity awareness among respondents is also very high across all
indicators. For knowledge of cybersecurity awareness, the composite mean is 3.81, interpreted
as Strongly Agree, with individual means ranging from 3.76 to 3.83. The highest means of
3.83, ranked 2, reflect awareness of online threats, knowledge of cybersecurity, and adherence
to cybersecurity rules, while the lowest mean of 3.76, ranked 10, corresponds to understanding
how cybersecurity works. This indicates strong awareness of rules but limited understanding
of technical mechanisms, consistent with Rogers’ Protection Motivation Theory. For
understanding of cybersecurity concepts, the composite mean is 3.81, interpreted as Strongly
Agree, with the highest mean of 3.86, ranked 1, for organizing cybersecurity information, and
the lowest mean of 3.74, ranked 10, for building knowledge about cybersecurity concepts. This
suggests that respondents are more adept at organizing existing knowledge than exploring new
concepts, consistent with the Social Identity Model of Deindividuation Effects Theory. In terms
of application of safe online practices, the composite mean is 3.83, interpreted as Strongly
Agree, with the highest means of 3.86, ranked 1.5, for taking precautions and controlling online
activities, and the lowest means of 3.79, ranked 9.5, for using safe practices and obeying rules.
This indicates that respondents practice safety behaviors but may not consistently adhere to
formal guidelines such as the Cybercrime Prevention Act of 2012. The overall weighted mean
for cybersecurity awareness is 3.82, interpreted as Strongly Agree, with application ranked first
at 3.83, followed by knowledge and understanding both at 3.81, highlighting a stronger
emphasis on practice than conceptual understanding.

The analysis of differences in perception of exposure to online activities across
demographic profiles using One Way ANOVA shows that age has a computed value of
1.760297 compared to a tabular value of 3.133762, indicating Not Significant and leading to
acceptance of the null hypothesis. Sex has a computed value of 0.998633 compared to
3.981896, also Not Significant, resulting in acceptance of the null hypothesis. Daily hours spent
online has a computed value of 20.64621 compared to 3.133762, which is Significant, leading
to rejection of the null hypothesis. Frequency of internet use has a computed value of 6.081706
compared to 3.133762, also Significant, resulting in rejection of the null hypothesis. Online
platforms used has a computed value of 0.793105 compared to 2.094286, indicating Not
Significant and acceptance of the null hypothesis. These results demonstrate that perception of
online exposure is significantly influenced by the amount of time and frequency of internet use,
while age, sex, and platform type do not significantly affect perception, supporting Bandura’s
Social Cognitive Theory that emphasizes environmental exposure as a key factor in learning.

Similarly, the analysis of differences in the level of cybersecurity awareness across
demographic profiles shows that age has a computed value of 3.35364 compared to 3.133762,
indicating Significant and leading to rejection of the null hypothesis. Sex has a computed value
of 0.518275 compared to 3.981896, indicating Not Significant and acceptance of the null
hypothesis. Daily hours spent online has a computed value of 19.13359 compared to 3.133762,
which is Significant, resulting in rejection of the null hypothesis. Frequency of internet use has
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a computed value of 6.045534 compared to 3.133762, also Significant, leading to rejection of
the null hypothesis. Online platforms used has a computed value of 0.739057 compared to
2.094286, indicating Not Significant and acceptance of the null hypothesis. These findings
indicate that cybersecurity awareness is significantly influenced by age, daily hours spent
online, and frequency of use, while sex and platform choice do not have significant effects.
This aligns with the Unified Theory of Acceptance and Use of Technology, which emphasizes
the role of facilitating conditions and usage behavior in shaping technology related
competencies.

The relationship between perception of exposure to online activities and level of
cybersecurity awareness is examined using Pearson Product Moment Correlation, yielding a
computed r value of 0.927417, which indicates a very high positive correlation. The computed
t value of 20.44672 exceeds the tabular t value of 1.995, confirming that the relationship is
statistically Significant and leading to rejection of the null hypothesis. This result demonstrates
that increased exposure to online activities is strongly associated with higher levels of
cybersecurity awareness. The findings suggest that frequent and sustained engagement with
digital environments enhances users’ ability to recognize threats, adopt protective behaviors,
and develop cybersecurity competencies. This supports the view that experiential learning and
repeated exposure play critical roles in developing digital literacy, while also highlighting the
need for structured interventions to guide users toward compliance with formal cybersecurity
standards.

In synthesis, the findings reveal that the respondents are highly active internet users
with very high levels of perception and cybersecurity awareness, particularly in practical
application. The results confirm that exposure to online activities significantly influences
cybersecurity awareness, as evidenced by the strong positive correlation of r = 0.927417 and
significant differences based on daily hours spent online and frequency of use. While
respondents demonstrate strong awareness and safe practices, gaps remain in deeper conceptual
understanding and critical evaluation of information. These findings contribute to the
understanding of cybersecurity behavior among rural internet users by emphasizing the
importance of digital exposure and experiential learning, while also underscoring the need for
targeted educational interventions. The results provide a clear basis for developing
recommendations aimed at enhancing cybersecurity awareness and will guide the subsequent
section of the study.

CONCLUSION

The study concludes that the investigation successfully established the key connections
between exposure to online activities and cybersecurity awareness among internet users aged
15 and above in Barangay Biabas, Ubay, Bohol. The findings revealed that most respondents
belong to the 15 to 20 age group, engage in daily internet use, and primarily utilize Facebook
as their main platform, indicating a very high level of online engagement within the
community. Statistical results confirmed that the amount of time spent online and the frequency
of internet use significantly influence both the perception of online exposure and the level of
cybersecurity awareness, whereas sex and the type of online platform used do not have a
significant effect. Furthermore, the study demonstrated a very strong and significant
relationship between exposure to online activities and cybersecurity awareness, confirming that
increased digital engagement is directly associated with higher levels of awareness and safer
online practices.

Despite the very high levels of perception and cybersecurity awareness observed among
respondents, the findings also revealed important gaps that require attention. While users are
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generally knowledgeable about basic cybersecurity practices and demonstrate caution in their
online activities, they do not consistently keep up with emerging online threats, critically verify
the legitimacy of information, fully understand how cybersecurity tools function, or strictly
adhere to established regulations such as the Cybercrime Prevention Act of 2012. These results
indicate that although regular internet use contributes to the development of practical online
safety skills, it is not sufficient to ensure comprehensive cybersecurity competence. There
remains a need for structured, continuous, and guided learning to strengthen deeper
understanding, critical evaluation skills, and compliance with formal cybersecurity standards.

In light of these findings, the study underscores the importance of targeted and
collaborative interventions to address the identified gaps. Internet users are encouraged to
actively update their knowledge of emerging online threats by following credible sources such
as official government pages and local announcements, to practice consistent verification of
online information before accepting or sharing it, and to develop a deeper understanding of
cybersecurity tools including antivirus software and two factor authentication. At the
community level, the Barangay Local Government Unit is encouraged to organize regular
cybersecurity seminars, particularly on a monthly basis, focusing on emerging threats, fact
checking techniques, and adherence to national cybersecurity policies. The development of
community based digital safety programs, with sessions conducted in each purok and in
partnership with local schools, is also essential to strengthen awareness among different age
groups.

At the institutional level, the Department of Telecommunication is encouraged to assess
existing cybersecurity initiatives within Barangay Biabas to identify areas that require
improvement and enhancement. The development of simple and accessible instructional
materials explaining the functions of cybersecurity tools, the updating of local guidelines to
address evolving digital risks, and the strengthening of communication strategies to ensure
adherence to official standards such as the Cybercrime Prevention Act are recommended. In
addition, researchers are encouraged to further explore how specific online platforms such as
Facebook influence cybersecurity awareness differently and to investigate more effective
approaches to digital safety education across various demographic groups.

Moreover, future researchers are encouraged to extend this study by designing and
testing structured cybersecurity training programs to evaluate their effectiveness in addressing
the identified knowledge gaps. Follow up studies are also recommended to examine the
underlying reasons for persistent gaps in cybersecurity awareness and to explore how
community based initiatives can be expanded and replicated in other areas of Ubay, Bohol.
Further investigations may also focus on developing targeted and context specific interventions
for different segments of the population to ensure inclusive and sustainable cybersecurity
education.

Overall, the study affirms that while exposure to online activities plays a critical role in
enhancing cybersecurity awareness, it must be complemented by systematic education,
community engagement, and institutional support to ensure that internet users are not only
active but also informed, critical, and responsible participants in the digital environment.
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